SECRET//SI//REL ТО USA, FVEY 
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TRAINING FOR A NEW GENERATION OF ONLINE COVERT OPERATIONS 
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POLITICAL SCIENCE 
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We want to build Cyber Magicians. 
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ocaq 


Online Covert Action 


Accreditation 
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Magic Techniques ₪ Ехрегітеп 
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Intuition 
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Human Science Learning Path 


Online HUMINT 


CNA and Disruption 
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Magicians, the military and intelligence 
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1856 mission оп behalf of 1940s Camouflage work 1950s CIA work on the 
Napoleon ІЙ to help quell the during the Second World War. application of conjuring to 
Marabout-led uprising in 'clandestine activities”. 
Algeria. 
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Dissimulation - Hide the real 
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The psychological building blocks of deception 
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Map of technologies to message delivery 
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Attention Management 
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Expectancies 


* We look where we expect 
something interesting to 
happen 


* We are biased to 
see/hear/feel/smell/taste 
what we strongly expect to 
see/hear/feel/smell/taste 
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People make decisions as part of groups 


People make decisions for emotional 
reasons not rational ones. 
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Social Creativity 


Convert 


"Passion, Density and Empowerment" 
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Do you שא‎ your brand? 
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Redbud, Illinoi 
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2% Online НОМІМТ 
ocaa 


Online Covert Action 


Accreditation 
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Mi І rro ri n 0 People сору each other while іп social interaction with them. 


body language 


. language cues 
. expressions 

. eye movements 
Ж emotions 


Accommodation 


Adjustment of speech, patterns, and language towards another person in communications 


. People іп conversation tend to сопуегде 
. Depends on empathy and other personality traits 
. Possibility of over-accommodation and end up looking condescending 


M І m І 6 гу adoption ої specific social traits Бу the communicator from the other participant 


Question: Can I game this? 
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STRAND 4 
Disruption and Computer 
Network Attack 
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DISRUPTION 
Operational Playbook 


* Infiltration Operation 

* Ruse Operation 

* Set Piece Operation 

* False Flag Operation 

* False Rescue Operation 
“ Disruption Operation 

* Sting Operation 
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Identifying & Exploiting fracture points 
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ec power 
Things that opposition Pre-existing Things that 
push a group реча πας pull а group 
together ideology Competition apart 
Common Ideological 


beliefs differences 


SECRET//SI//REL TO USA, FVEY 


Full roll out complete by early 2013 


% € 150+ JTRIG and Ops staff fully trained 
^ 4 Mainstreaming work - push reduced 

"level 1" Tradecraft to 500+ GCHQ 
осаа Analysts 


Online Covert Action 


“Relentlessly Optimise Training 
апа Tradecraft" 


Accreditotion 
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do - 
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“Conjuring 
with 
information” 


Teller, 1998 


Head of Human Science 
JTRIG-HSOC 
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